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A b s t r a c t .  We present a new micropayment scheme based on the use of 
"electronic lottery tickets." This scheme is exceptionally efficient since 
the bank handles only winning tickets, instead of handling each micro- 
payment. 

1 I n t r o d u c t i o n  

We present a paradigm for micropayments: probabilistic payments with "elec- 
tronic lottery tickets." The probabilistic nature of lot tery tickets makes payment  
of small values simple. For example, an electronic lot tery ticket for a $10.00 prize 
with a 1/1000 chance of winning has an expected value of one cent. A user can 
pay a vendor one cent by giving the vendor such a lottery ticket. 

With conventional payment schemes, a bank or broker must process each 
payment: the bank issues each digital coin, and processes it again when it is re- 
deemed. Electronic lottery tickets are the first payment scheme in which the bank 
does not have to process each payment, since the bank only sees the "winners." 
From a bank's point of view, lottery tickets are significantly more efficient than 
all previously known micropayment schemes. 

We assume the reader is familiar with the genera] notions of public-key cryp- 
tography, digital signatures, hash functions, and electronic payment schemes. 

The next section introduces the details of electronic lottery tickets; following 
sections describe a standard implementation and variations, and discuss issues 
arising from this proposal. 

2 E l e c t r o n i c  l o t t e r y  t i c k e t s  

An electronic lottery ticket contains the following items of information (either 
explicitly or implicitly): 

- The name of the issuer who created the electronic lottery ticket. 
- The  name of the buyer who is using the electronic lot tery ticket as a means 

of payment. (The buyer may be the same as the issuer.) 
- The name of the recipient who will collect the payment  if the lottery ticket 

turns out to be a winner. We also call the recipient the "vendor," since the 
buyer gives the ticket to the vendor to pay for some good or service. 


