
 
Spam made up 81.69% of all messages in De-
cember, compared with 84.31% in Novem-
ber.  The consistent drop in spam made us 
wonder, did spammers take a holiday break?  
Global spam volume fell again in December, 
and made a steep drop on Christmas day.  
The volume has bounced back after hitting  
bottom on December 27.  The spam percent-
age fell to 71% that day, which is the lowest 
Symantec has monitored in the last few 
years. 
 
While there are no clear explanations on what caused this sudden drop, the January 2011 State 
of Spam & Phishing report offers a plausible scenario on why this has occurred.  It also provides 
recent updates, including the return of the Rustock botnet and botnet volume increase. 
 
The overall phishing landscape decreased by 15% this month.  The decrease was attributed to a 
decline  in almost all sectors of phishing.  The holiday season was most likely the cause of the 
decrease in phishing.  Phishing websites created by automated toolkits decreased by about 
10%, and unique URLs decreased by 18%.  Phishing websites with IP domains (i.e. domains like 
http://255.255.255.255) decreased by about 2%. Webhosting services comprised of 9% of all 
phishing, which was a decrease of 39% from the previous month.  The number of non-English 
phishing sites decreased by 19%, and among non-English phishing sites, French and Portuguese 
were the highest in December. 
 
The following trends are highlighted in the January 2011 report: 
 
 Did Spammers Take a Holiday Break? 
 Spammers’ New Year’s Resolution 
 New Bait Found in Social Media Phishing 
 Adult Scams Masquerade Indonesian Facebook 
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 Symantec has been monitoring the steep decline in spam for several months.  This trend con-
tinued in December with the global spam volume falling 19.98% month-over-month.  From the 
most recent peak in August, the drop represents a staggering 65.03% decline in spam. 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

While the month-over-month numbers represented another significant drop, the more aston-
ishing  drop was monitored on Christmas day.  Here is the volume chart for the month of De-
cember: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Did Spammers Take a Holiday Break? 



 What caused such a big drop?  We have a potential answer.  According to MessageLabs, there 
was a huge reduction in output from the Rustock botnet, which was by far the most dominant 
spam botnet in 2010.  Since December 25, the Rustock botnet has basically disappeared as the 
amount of spam from the botnet has fallen below 0.5% of spam worldwide. In addition to the 
decline in the Rustock botnet activity, MessageLabs also pointed out that two other major bot-
nets disappeared off the spam map. The Lethic botnet has been quiet since December 28, and 
the Xarvester botnet went silent on December 31.  The chart below shows relative botnet 
spam volumes: 
 
 
 
 
 
 
 
 
 
 
 
 
 
While the drop in spam is good news, it does not mean that spam has completely disap-
peared.  During this lull in spam messages, where did the spammers turn?  Symantec observed 
increasing use of freeweb domains and URL shortners in spam messages.  The .ru URLs, which 
have remained a favorite, saw an over 15 percentage point decline month-over-month.  
The .com URLs increased, in part due to .ru URL’s decline, but it did not go up enough to make 
up the loss volume of .ru URLs.  This suggests that the remaining slack may have been picked 
up by freeweb domains and URL shortners. 
 
However, spammers’ holiday breaks were 
short.  On January 10th, Symantec observed an 
uptick in spam volume as well as spam output 
from Rustock botnet.  Spam volume on January 
10th was up 49% compared to the previous day. 

 
This .ru URL spam chart shows that the volume 
dropped around Christmas day and spiked up 
on January 10th.  This suggests that the new 
spike in spam mostly consisted of .ru URL spam 
messages. 

Did Spammers Take a Holiday Break? (continued) 



 

Spammers’ New Year’s Resolution 

One of the most common New Year’s resolu-
tions is to get in shape.  Gyms and athletic 
clubs usually see much higher enrollment in 
January as many people sign up in the begin-
ning of the year to follow through with their 
resolutions.  Spammers were crafty to use 
getting in shape as a lure, and send out the 
seasonal offer. 
 
 
 

 
As we pointed out in the “Buyers Beware! 
Holiday Do’s and Don’ts” section in the previ-
ous month’s report, Symantec has moni-
tored a phishing attempt that includes the 
New Year theme. 
 
 
 
 

 
While New Year’s day has already passed at the time of this report’s publication, the Chinese 
New Year is in February.  Chinese spammers are offering gift baskets of food in the example 
here: 



 
 
 
 
 

 

New Bait Found in Social Media Phishing 

In the past couple of months, Symantec observed a series of phishing websites spoofing social 
networking brands.  These scams utilized many new bait tactics in an attempt to trick end us-
ers into giving away their confidential information. 
 
In one particular example, the phishing website 
was titled “Webcam” and the phishing page 
contained an image of a webcam.  Here, the 
phishing Web site gave the impression that the 
social networking site was providing a webcam 
facility for end users to interact with one an-
other; however, the legitimate Web site does 
not provide any such kind of facility. 
 
The use of fake offers of pornography in social networking scams is now frequently observed.  
It seems that phishers are relentlessly using pornography as bait to steal user credentials.  In 
this second example, though pornography was the bait, phishers used a different kind of ap-
proach in the hopes of tempting end users.  The phishing website claimed that the social net-
working brand has come up with a new edition meant for adult users.  The new edition alleg-
edly contained applications in which end users can view adult videos of known scandals taken 
from hidden cameras.  The phishing website 
further claimed that the user can interact and 
take part in adult chat with individuals near the 
user’s locality.  The deceptive claims did not 
end there.  A third claim stated that users can 
check for updates on scandals of popular ac-
tresses.  The phishing website contained a por-
nographic image and the look and feel of the 
website was created to increase the porno-
graphic appeal. 
 
In the third example, the bait used was fake offers of hacking software.  The phishing website 
contained modified content to help it look like an alternate version of a social networking site 
intended for professional hackers.  There were three fake benefits of hacker tools mentioned 
in the phishing web page.  One was an opportunity to learn new tricks in social networking 
with the help of toolkits.  The second was that users were offered a cookie hacker which was 
allegedly available for download. The phisher 
does not mention the exact purpose of a cookie 
hacker but it is possibly for hacking user ac-
counts.  The final benefit was that users were 
encouraged to interact with other professional 
hackers to better understand and exploit new 
features in the social networking site. 



 
 
 
 
 

 

New Bait Found in Social Media Phishing (continued) 

Phishers continue to use new and different forms of bait that all have a common notion - that 
certain key benefits are available to users if they enter their login information on the phishing 
site.  Of course, if users fall victim to these tricks, phishers would have successfully stolen their 
confidential information for identity theft. 
 

Facebook has become very popular in Indone-
sia.  The country is ranked third in the most 
number of Facebook users.  With more end us-
ers in Indonesia, phishers seemed to have 
gained interest in creating phishing sites that 
target Indonesians.  Recently, Symantec ob-
served an adult scam spoofing Facebook that 
targeted Indonesian end-users.  The phishing 
Web site was hosted on a free web-hosting site. 
 
The phishing site stated that an application in 
which end users can view adult videos of popu-
lar Indonesian celebrities was available.  It 
claimed that the videos were taken from hidden 
cameras in hotel rooms.  Users were prompted 
to enter their login information to gain access 
to the fake application.  To make it look more 
convincing, it was claimed that the application 
was from Facebook’s service team.  The phish-
ing page displayed a slide show of pornographic 
images of Indonesian celebrities.  The images 
gave the impression that they were screenshots 
of the adult videos available in the fake applica-
tion.  The motive of displaying such porno-
graphic images was certainly to tempt end us-
ers.  On the other hand, no such adult applica-
tion exists in the legitimate Facebook website.  
This is a bait used by phishers in the hopes of tricking users in to giving away their confidential 
information. If phishers succeeded, they will have stolen information for identity theft. 
 
Symantec notified Facebook regarding this issue, and they blocked this URL from being shared 
on Facebook.  Facebook actively block links to sites that have been identified as malicious (i.e., 
phishing sites or sites that host malware) from being shared on the website and work with 
third parties to get the sites added to browser blacklists, and where possible, removed by the 
web-hosting service. 

Adult Scams Masquerade Indonesian Facebook 



 
 
 
 
 

 

Checklist: Protecting your business, your employees and your customers  

Do 
 Unsubscribe from legitimate mailings that you no longer want to receive. When signing up 

to receive mail, verify what additional items you are opting into at the same time. De-
select items you do not want to receive. 

 Be selective about the Web sites where you register your email address.  
 Avoid publishing your email address on the Internet. Consider alternate options – for ex-

ample, use a separate address when signing up for mailing lists, get multiple addresses for 
multiple purposes, or look into disposable address services. 

 Using directions provided by your mail administrators report missed spam if you have an 
option to do so.  

 Delete all spam. 
 Avoid clicking on suspicious links in email or IM messages as these may be links to spoofed 

websites. We suggest typing web addresses directly in to the browser rather than relying 
upon links within your messages. 

 Always be sure that your operating system is up-to-date with the latest updates, and em-
ploy a comprehensive security suite. For details on Symantec’s offerings of protection visit 
http://www.symantec.com. 

 Consider a reputable antispam solution to handle filtering across your entire organization 
such as Symantec Brightmail messaging security family of solutions.  

 Keep up to date on recent spam trends by visiting the Symantec State of Spam site which is 
located here. 

 
Do Not 
 Open unknown email attachments. These attachments could infect your computer. 
 Reply to spam. Typically the sender’s email address is forged, and replying may only result 

in more spam. 
 Fill out forms in messages that ask for personal or financial information or passwords. A 

reputable company is unlikely to ask for your personal details via email. When in doubt, 
contact the company in question via an independent, trusted mechanism, such as a veri-
fied telephone number, or a known Internet address that you type into a new browser 
window (do not click or cut and paste from a link in the message). 

 Buy products or services from spam messages. 
 Open spam messages. 
 Forward any virus warnings that you receive through email. These are often hoaxes. 
 
 
 
 
 
 
 
 
 
* Spam data is based on messages passing through Symantec Probe Network.  
* Phishing data is aggregated from a combination of sources including strategic partners, customers and security solutions. 

http://www.symantec.com
http://www.symantec.com/spam

